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AGENDA

« O que sao Honeypots
« Utilidades de ter um Sistema de honeypots
« Nossos Objetivos em ter um Sistema de Honeypots

. T-Pot
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Honeypots
O termo “honeypot” tem sido usado para representar uma “isca”

- Em ciberseguranca, uma honeypot é uma ferramenta de
seguranca que funciona como um sistema de rede usado como
uma armadilha para ciber-ataques

« Honeypots auxiliam a ganhar conhecimento sobre diferentes
meétodos de ataques usados por atacantes e suas identidades
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Por que usar Honeypots

- Distracao para atacantes = tempo para elaborar estratégia de
defesa

« Separar actividades de trafego legitimas de actividades
maliciosas

« Conhecimento sobre vulnerabilidades no sistema

 Treinar a equipa de seguranca
« Baixo custo de implementacao e muitos softwares open source

jornadas.fcen.pt fcti.. FOCN E”



Jornadas
FCCN 2023 \

Nossos Objectivos

« Detetar movimentos laterais

"1 Fora da Rede

L Dentro da Rede ~ N_
{1 KR

11
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Nossos Objectivos

« 2018: Primeiro sistema de honeypots — Modern Honey Network (MHN)

- Cowrie rr?

— - — « Suricata
« Dionaea e B

Sensor 5 L o @ Sensor 6
« Glastopf :
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Mudanca para o sistema T-Pot

Framework open source de gestao de honeypots

20 tipos de Honeypots

Elastic Stack % elastic

Debian 11 (Bullseye) ‘
Docker - &>

jornadas.fccn.pt
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Caracteristicas do T-Pot

 Hive:
« Elastic Stack (logstash, elasticsearch, kibana)
 Nginx

« Cyberchef
« Spiderfoot
« T-Pot Attack Map

« Hive-Sensor:

« Adbhoney; Ciscoasa; CitrixHoneypot; ConPot; Cowrie; Ddospot;
Dicompot; Dionaea; ElasticPot; Heralding; Honeytrap; Ipphoney;
Mailoney; Medpot; Redishoneypot; Sentrypeer; Snare; Tanner

 Suricata, POf, Fatt

jornadas.fcen.pt fcti.. FOCN E”
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Atual Set-Up
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11:04

Good morning &

@ &
Attack Map SecurityMeter

Cockpit T-Pot @ GitHub

Cyberchef T-Pot ReadMe
Elasticvue

Kibana

Spiderfoot
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@ elastic

Dashboard

Dashboard for geeqbox’'s Honaypots

Honeypots g
Tanner Dashboard
Suricata Dashboard

T-Pot

Sentrypeer Dashboard

Sentrypeer  T-Pot

Redishoneypot Dashboard
Redishoneypot  T-Pot

NGINX Dashboard
Nginx  T-Pot

Medpot Dashboard

o

Mailoney Dashboard

T

Log4Pot Dashboard

v

Ipphoney Dashboard
T-Pot

Honeytrap Dashboard

Honeylrap  T-Pot

Heralding Dashboard
Heraiding  T-Pot
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Honeypot Attacks - Top 10

= 10)

Heralding - Attacks

Honeypot Attacks Bar Honeypot Attacks Histogram Attack Map - Dynamic

Attacks 0
Unigque Source IPs

Timestamp Elastic Maps Service
Attacks by Destination Port Histogram Attacks by Honeypot Histogram Attacks by Country Histogram

Heraldi... 3 United Sta...
Vietnam

Timestamp Timestamp

Attacker Src IP Reputation POf OS Distribution Attacks by Country

known attacker 2 Heralding H Linoe 2.2.6-3x 2 United States
Vietnam
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@ elastic

QU Find apps, content, and more.

Attacks by Country and Port

Suricata Alert Category Histogram

» Potentially Bad Traffic
||||| |I|| | » Attempted Administrato...
Username Tagcloud

Timestamp
Password Tagcloud

service eyt T =

adminisp

TujMkoOadmin
icatch99

54321 administrator
S dvr2580222 1111111 1 2 34 5 _\ e
dminis
guest USer 1 23456
SIEEE ubnt root default senvice
administartor ~ US€T

admin123
guest

OxhiwSG8

iowp 1234567890

Attacker AS/N - Top 10

Attacker Source IP - Top 10

Suricata CVE - Top 10 Suricata Alert Signature - Top 10
Source IP CVEID

D ~ Description

ET EXPLOIT Possible CVE-2020-11899 Multicast out-of-bound read
ET POLICY Reserved Internal IP Traffic
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—— ¢ a Tecnologia



Jornadas
FCCN 2023

‘a‘ elastic Q1 Find apps, content, and more

= [ T >T-Pot Live Attack Map

Q0 type : Adbhoney Ciscoasa CitrixHoneypot ConPot Gowrie Ddospot Dicompot Dionaea ElasticPot Endlessh Glutton Hellpot Heralding Honeytrap Honeypots Log4pot Ipphoney Mailoney Medpot Redishoneypot @ Last 1minute ® 5s

T-Pot Attack Map Last 24 hours rounded to the hour Last 1 minute Last 1 hour Last 1 day

0 0 920

Attacks

Attacks Last 1day Ports Last 1day Countries Last 1 day

T-Pot Attack Log Last 24 hours rounded to the hour

90 documents
= Columns ¢ 1field sorted
- @timestamp O ~ T-PotHostn... -~

o

May 28, 2823 @ 28:15:59.694 eralding

2023 @ 28:15:59. eralding

T = =
o
]

20823 @ 28:

2023 @ 28:

=
™

2023 @ 208:

= =
o @
o

2623 @ 20:

2023 @ 20:

7
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& elastic

Dis
logstash-*

QU searc
Filter by type [0

~ Available fields
_id
_index
_score

L] @timestamp

t @version
alert.action
alert.category
alert.cve_id
alert.gid
alert.metadata.created_at
alert.metadata.former_category
alert.metadata.performance_impact
alert.metadata.signature_severity
alert.metadata.updated_at

# alert.rev

# alert.severity
alert.signature
alert.signature_id
app_proto
args
body_bytes_sent

bytes_sent

B Add a field

i

12,256 hits

Q1 Find apps, content, and more.

Last 24 hours

Documents

T 1field sorted

Fleld statistics

|, @timestamp (O

May 29,

May 29,

2823 @ 15:45:

2023

Rows per page: 100

BETA

May 28, 2023 @ 15:00:00.000 - May 29, 2023 @ 15:46:01.455 (interval: Auto - 30 minutes)

Document w

(EERESESRp) voy 29, 2023 € 15:45:59.571 (iEEsa0n 1 ([EIEFEEEHEGN 211owed [EIEFMIEATEGONY Attenpted Administrator Privilege Gain (EIERINGUENNE) CvE-2626-11399 (EIERGH0) 1 EIEFERETE
ata.created_at 2920 56 2 alert.metadata.former_category FXFLOTT alert.metadata.performance impact Signiticsnt alert.netadata.signature severity Najor alert.metadata.updated at
2020_os_2¢ (BIERREY 2 EIEFSevenity 1 (BIEFEISIGNAEUNe) ET EXPLOIT Possible CVE-2620-11899 Multicast out-of-bound read ([EIERENSIGRSCURENG) -  Idest_ipL.

(EESRESEaRg) Moy 29, 2023 @ 15:45:56.686 ([Nension) 1 (BIERENSGEAEN o1lowed [EIEREIGEEEGORY Attempted Administrator Privilege Gain (EISHENGUENSE) CVE-2020-11899 [EIEnNGED) 1 (BIEREiRetad
2a20_e6_22 (ElEHENNStatataNormecategony £ o1 T (SIS R OraneeNRpas Significant Hajor (alert.metadata.updated at
2620_o8_20 ([SIEnEEew 2 EIESISeverity 1 (SIEFEISIGNatune) ET EXPLOIT Possible CVE-2626-11899 Multicast out-of-bound read [ENERENSIGNETURENE) 2530357 failed [IESEIER.
(EIEFEGE) 1 EIEREn O

[EERESEaRg) May 29, 2023 @ 15:45:54.863 (iSEsion) 1 (EIEFENSGEEN a1lowed ([EIERINGETEGOR Attempted Administrator Privilege Gain (SISHENGWENSE) CVE-2020-11
ata.created_at|2820_06_22 (alert.metadata.former_category| CXPLOLT (alert.metadata.performance_impact) significant (alert.metadata.signature_severity Major
2626_es_20 ([FIEnneY 2 EIESHSeenity 1 (BIEFIISIGNaEURe) ET EXPLOTT Possible CVE-2828-11899 Multicast out-of-bound read ([EIETINSIGNSEUREE - ¢ - 0> 57 ((SSENE-

(EESRESESR) voy 29, 2623 @ 15:45:51.180 ([EEES0N 1 @GS conpress=true (FRFIHTSsISEnT 240 [FiESISENT oo ESccHoneqests 1 Eoecnoasema 1935 EpIeEc SR Lisbon
|geoip_ext.continent_code EU (geoip_ext.country_code2 PT (geolp_ext.country code3 PT (geolp_ext.country name Portugal geolp ext.ip| \geop_ext.latitude ‘geoip &
xt.location {geoip_ext.longitude! 'geoip_ext.postal_code| |geoip_ext.region_code 11 geoip_ext.region_name| 'geoip_ext . timezone.

(EEERESESRp) vay 29, 2023 @ 15:45:47.76c (EiEESa0n) 1 ([EISFENEEENEN o11owed [EIEFENEAEEGORY Attenpted Administrator Privilege Gain (EIERENGWENSE) CVE-2626-11899 (EIETENGED) 1 EISFENRETEd
EESNCRESTEANED 2020_oc_22 EIENIIRCIaUStaRTOIRerICategony £xPLOTT [EIEREReTata ta e ORNENEERRpasD S1gnificant _ Major (alert.metadata.updated at|
2020_os_2¢ ([SlEnmNEew 2 EIEFISeuerity 1 (SISFEISIGNStUne) ET EXPLOLT Possible CVE-2826-11899 Multicast out-of-bound read ([EIERENSIGNatUReNNG) 2030357 [(ESEED.

(EESREEERg) nay 29, 2023 e 15:45:44.130 (ENERSE0N 1 @GS compress=true (FRHNETEESISERD 3¢5 (SESSNSEND =57 (EoMMEctionNtequests) 1 _ 1933 (GEGIRIERENESEYNnERS) L 1sbon
|geoip_ext .continent_code FU geoip_ext.country_code?  PT geoip_ext.country_code3 PT geoip_ext.country_name Portugal geoip_ext.ip| |geoip_ext.latitude Igeaip_e
xt.location Igeoip_ext.longitude Igeoip_ext.postal code ‘geoip_ext.region_code 11 geoip_ext.region_name /geoip_ext . timezone..
(EERSEENg) nay 29, 2023 @ 15:45:43.691 (ENEReaoN 1 EISHMNEEH0N a11oved [EISRINESIEG0RP Attenpted Adwinistrator Privilege Gain (SIETNGUENNG CVE-2626-11899 (EIETNGN) 1 EIETEREE
EESIGREAERANED 2620 _oo_» (EISTEINGtSISANOrRErIGEEason < 0! | (BIEFEINSRaiataIpErTOrRENEEIREEED <9017 1cant alert.metadata.signature_severity Major alert.metadsta.updated at|
2020_ps_20 ([BIEnNEeY 2 EIEFISeuenity 1 (SIEFEISIGNAtURe) ET EXPLOIT Possible CVE-2@26-11899 Multicast out-of-bound read ([EIERENSIGNatUREN) 2020327 ([(ESHEPL.

([EERESESRD) voy 29, 2023 @ 15:45:37.643 (EiEESI0N) 1 (EIEFEEEHEGN »11owed [EIEFEIEAEEGONY Attempted Administrator Privilege Gain (SIERINGUENNE) cvE-2626-11399 (EIERENGH0) 1 EIEFEReTE
Btalcreatedlat) 2620 o6 27 (ElerEiRetadata  ormer catagory) £xPL0T (GIeTEinetadata perTOrRENEaITRaD Sin i ficant _ Major (alert.metadata.updated at|
2020_os_2¢ (BIEnINREY 2 EIEFISeverity 1 (BIEFEISIGNAtURe) 1 EXPLOLT Possible CVE-2826-11899 Multicast out-of-bound read ([EIERENSIGNAtUReNN) 203027 [(ESEEE.

—Masr 29, 2823 @ 15:45:34.888 (ENEREEON 1 _ allowed (EIEFENGSEEGOR Attempted Administrator Privilege Gain (EIEFENEVENE) cve-2020-11899 [EIERENGEN) 1 EIEFERETEE
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e elastic Q Find apps, content, and more.

logstash-* E er your data using KQL syntax & Last 24 hours & Sm

type keyword: Heralding <

QU search field names 90 hits

Filter by type [0
headers.connection May 28, 2023 @ 15:00:00.000 - May 289, 2023 @ 15:47:20.396 (interval: Auto - 30 minutes)

headers.content_length

BETA
headers.content_type Documents  Fleld statistics

headers.http_host 1 1field sorted

headers_http_user_agent - @timestamp (O Document
headers.http_version May 28, 2823 @ 28:15:59. (EERESTERg) vay 28, 2823 @ 28:15:59.694 (EEnsa0n 1 [EEEREEE 76d678a4-24b2-4b46-blac-dadesalal7ef ((EEHIAD

it_code| EU (geoip_ext.country code2  PT (geoip_ext.country _code3 PT [geoip ext.country name Portugal geoip ext.ip'
neaders request_ method geotp_ext longitude  geoip_ext postal_code ‘geotp_ext. region_code
headers.request_path . @ 28:15:59. (EEREEEERg) vay 28, 2023 @ 20:15:50.412 (ENEES0W 1 EEEREEE 5520002 -54af-4abc-ab66-3dee297cdc2d (HESHIEN
t_code E (geoip_ext.country_code2| PT geoip_ext.country_coded PT (geoip ext.country name! Fortugal (geoip ext.ip
 Igevip_ext.longitude - 'geoip_ext.postal_code Igeoip_ext.region_code| b6
Ip_re|
IR s @ 20:15:59. (EEERESEERD) nay 28, 2623 @ 20:15:50.322 (SiEneaen) 1 (EHERNEE 820276e1-1dfa-48de-88ef-781971294d5¢ (HEEEIAE
message t_code FU geoip_ext.country_cade? PT geoip_ext.country_coded PT geoip_ext.country_name Portugal geoip_ext.ip
. Igevip_ext.longitude - .geoip_ext.postal_code [geoip_ext.region_code| 66
s @ 208:15:59. _Hay 28, 2023 @ 20:15:59.161 (ElEnsaon 1 [BHERNEE) oce578ac-c8ca-4fcl-abad-T694192a7e5T (HESHIAD
path tt_code| FU (geoip_ext.country_code2  FT|geoip_ext.country_code3) PT geoip_ext.country name Portugal |geoip_ext.ip
proto ‘geoip_ext.longitude - (geoip_ext.postal code [geoip_ext.region_code! 86

session_id . @ 28:15:58. (EESREEESRg) vay 28, 2023 @ 20:15:58.961 (NSnea0w 1 ([EHEREEE of 526573-b24d-4346-a75b-dbda91adeboe (HESEIER
t_code [U geotp_ext.country_cade2 I geoip_ext.country_coded °T geoip ext.country name Fortugal geolp_ext.ip
sre-p lgeoip ext.longitudel . geoip ext.postal code' Igeoip ext.region code) 66

# src_port s @ 28:15:58. (EEREEESRg) vay 28, 2023 @ 28:15:58. 393_ (BUEREER) 419d7c6-a9c9-483e-82c7-9dd477@f8b36 (NS
T-Pot Hostname eS8 e ‘geo1p._ext.country_code2 PT geolp_ext.country_coded PT geolp ext.country name Portugsl geoip ext.ip
'geoip_ext.longitude’ 'gevip_ext.postal code’ Igeoip ext.region code) 66

t-pot_ip_ext
> ) @ 28:15:58. (EERESEERg Moy 28, 2623 @ 20:15:58.699 (ENGEsaon 1 [BEEREEE Jo4dabe2-5773-499F-a17f-7d57ec801377 ((ECEAD
t-pot_ip_int t_code £U geoip_ext.country_code2 FT geoip_ext.country_coded °I geoip_ext.country_name Fo-tugsl geoip_ext.ip
\geoip_ext.longitude - (geoip_ext.postal_code’ Igeoip_ext.region_code) 66
@ 28:15:58. [EERESEERg) Moy 28, 2823 @ 28:15:58.609 (ENEnsaon 1 ([BEEREEE) 2 f d68fa3-2781-4651-boda-e8213e26333 ((ESHIAD

username '
t_code EU (geoin_ext.country code2| PT geoip_ext.country code3 PT geoip ext.country name| Portugal geoip ext.ip
‘neain ext_lonaitude ‘meain ext.nostal code ‘menin ext_reaion eade! 06

|I<

Europe/Lisbon

host

Europe/Lisbon

Europe/Lisbon
password

Europe/Lisbon

»

|
I
L

Europe/Lisbon

Europe/Lisbon

Type Europe/Lisbon

Furone /1 ishon

B Add a field Rows per page: 100

jornadas.fccn.pt CL ot
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& elastic

1. Just Honeypots -~

logstash-*

@ QU Filter your data using KQL s

NOT type.keyword: Suricata X | NOT type.keyword: NGINX x | NOT type.keyword: POF x

Q search field name 90 hits

Filter by type (0
t headers.connection
headers.content_length
headers.content_type Bl St
headers.http_host password
headers.http_user_agent
headers.http_version WD
headers.request_method
headers.request_path
host
Ip_rep
message
password
path
proto
session_id
src_ip
# src_port
T-Pot Hostname
t-pot_ip_ext
t-pot_ip_int Multi fields
Type k password.keyword

username

~ Reset search

Qi Find apps, content, and more.

NOT type.keyword: Fatt x

May 28, 2023 @ 15:00:00.000 - May 29, 2023 @ 15:55:40.172 (interval: Auto - 30 minutes)

Document

(EERESEERg) voy 28, 2023 @ 20:15:59.694 ([ENSnsaon) 1 @SN 76d676a4-e4b2-4b46-blac-da%e8alal7ef (HEEEEED
t_code| LU (geoip_ext.country_code2 PT geoip_ext.country_coded| PT (geoip_ext.country name Portugal [geoip_ext.ip ®
(EERESEERg) oy 28, 2023 @ 20:15:50.412 (NEnsaon) 1 (@SR 55296b2f-54af-4abc-ab66-3dee297cdc2d (HESEID
t_code| FU (geoip_ext.country_code2  PT geoip_ext.country_code3| PTgeoip_ext.country_name| Portugal (geoip_ext.ip 1
r Igeoip_ext.longitude' Igeoip_ext.postal _code 'geoip_ext.region_codel 06 — «
(EERESEERg) Moy 28, 2623 @ 26:15:50.372 (NEnsion) 1 [@HEAEN) 5a6276e1-1dfa-40d8-88ef-781971294d5¢ (HESEND
t_code 71l geoip_ext.country_code? 7T geoip_ext.country_coded PT geoip_ext.country_name Fortugal geoip_ext.ip
\gevip_ext.longitude ‘geoip_ext.postal code’  Igeoip_ext.region_codel 06 —
(EERESEEg) v-y 28, 2023 @ 28:15:59.161 (ENEEsaon 1 BRI oca578ae-cBcd-4fcl -abad-T694192a7esT (HESHER
t code £U geoip ext.country code2 PT geoip ext.country coded PT geoip ext.country neme Foriugal geoip ext.ip
* |gevip_ext.longitude - 'geoip_ext.postal_code . 'geoip_ext. region_code 6o
(EEESEaRg) voy 28, 2023 @ 20:15:58.961 (ENSHsaon) 1 @SN 0T 5a6573-b24d-4346-a75b-dbdad1a4ebos (ESENED
t_code| tU [geoip_ext.country code2 PI (geoip_ext.country code3| FI (geoip ext.country name Portugal [geoip ext.ip
3 |geoip_ext.longitude 'geoip_ext.postal_code Igeoip_ext.region_code 66
(EEESEERg) vay 28, 2023 @ 20:15:58.803 ([NSEsaon) 1 [EEEANER 4129d7c6-a9c9-403e-82c7-9dd4770f8b36 (EEENER
t_code| tU [geoip_ext.country_code2 PI (geoip_ext.country_code3 Pl (geoip_ext.country_name| Portugal [geoip_ext.ip|
" 77 lgeoip_ext.longitude Igeoip_ext.postal_code - 'geoip_ext. region_code 66 —

(EEREEEENg) Moy 28, 2623 @ 20:15:58.699 ([ENSnsaon) 1 @SN de4dabe?-5773-499f-a17f-7d57ecse1317 (IEEEEED
-EU _PT— PT— Portugal (GEGHDNGRENR - -

—Hay 28, 2023 @ 20:15:58. 600 (EiSnsion 1 (BHERED 2fd53fa3—27s1—4651—b9da—fasz13e29333-

t_code U [geoip_ext.country_code2 PT geoip_ext.country coded PT

Portugal (EGHRNEEENR)
{enin ext Tonaitudel . enin ext_nostal code {aeain ext_reion code!

jornadas.fccn.pt

86 — L

Last 24 hours

® 5m

Af (neain ext reaion name . _ Furane/l ishon
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& elastic

Q

Q Find apps, content, and more.

NOT type.keyword: Suricata x | NOT type.keyword: NGINX x | NOT type.keyword: POf x | NOT type.keyword: Fatt x

Q <]

Records
v Selected fields

t password.keyword

Records

“ Available fields

@timestamp
@version.keyword
alert.action.keyword
alert.category.keyword
alert.cve_id.keyword
alert.gid

alert. metadata.created_at.
keyword

alert.metadata.former_category.
keyword

alert.metadata.
performance_impact.keyword

alert.metadata.signature_severity.
keyword

alert.metadata.updated_at.
keyword

z= Table =]

Top 50 values of password.keyword

Count of records -

123456
password
1234

admin

user

12345

0000

1111

123
1234567890
666666
8Jg0SRBKS0
admin123

guest

v Suggestions

l *
il

Current visualization

h ”" "” 0 90

jornadas.fccn.pt

6

6

= Table

logstash-*

Spilit metrics by

Last 24 hours

®5m

f
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%Q default cluster + HOME NODES SHARDS INDICES SEARCH REST SNAPSHOTS UTILITIES °
Search

* SEARCH
logstash-2023.05.15

logstash-2023.05.16
logstash-2023.05.17
logstash-2023.05.18 Filter *current* page... Q, &%
logstash-2023.05.19
logstash-2023.05.20
logstash-2023.05.21
logstash-2023.05.22
logstash-2023.05.23
logstash-2023.05.24

Searching supports the

g
O
O
a
O
O
O
a
O
O

jornadas.fcen.pt fetzne: FOON 9]
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