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[DarkWeb Private Chat - "SilentFox Messenger"]
ShadowWolF:

Got eyes on GridCorp. Their employees are super click-happy.
Thinking classic phishing.

ByteRider:
Lol nice. What's the theme? Invoice? Password reset?
ShadowWolf:
Better. Fake Office365 login page. Email looks like "Action Required: Password Expiring Soon."
ByteRider:
Classic. You crafting the phishing page?
ShadowWolF:

Already done. Cloned Microsoft login with SSL cert to look legit.
Hosting it behind a fast-Flux network.

ByteRider:
Sweet. Mail server ready?
ShadowWolf:
Yup. Spoofed "it-support@gridcorp.com” address. Gonna hit 300+ users at once.
ByteRider:
Oof, that's gonna hurt. Payload or creds?
ShadowWolf:

Focus on stealing credentials first.
Later, maybe send a malware-laced attachment.

ByteRider:

How you handling alerts? GridCorp has decent spam filters.
ShadowWolF:

Using trusted domains for redirect chains to mask the phishing URL.
ByteRider:

Solid. When do we launch?
ShadowWolf:

Friday 8:30 AM. Early birds will fall for it.
ByteRider:

Perfect. Let’s make GridCorp our next trophy. ¥
ShadowWolf:

Stay low, stay silent. See you after the breach.
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1. Phishing Email
2. Instalar malware

()

B} Get Messages v & Write

* & o 0

0 New Swift Scanned document from HR Printer - Mozilla Thunderbird

File Edit View Go Message Jools Help

From HR Printert <info@meejiodo.cc> @ & Reply @ Reply All v | @ Forward (D) Archive
|] To (1]
Subject New Swift Scanned document from HR Printer

HR Department shared a file with you

Here's the document that HR Department shared with you.

From: office-printer@

To:

File Name: Payslip 0733.pdf
Date: 10/6/2023 5:25:56 a.m.
Pages: 1.7 pages (88 KB)
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Phishing Email
Instalar malware
Port Scan

TomCat console login brute force
Reverse Shell

Active Directory scan
Procurar credenciais

Subnet 1
TomCat Server Subnet 2
Subnet 3
Domain
‘ Controller
Employee Powergrid
Endpoints
Subnet 4
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Time et priory | Satus

7:30 am

7:55 am

8:00 am

8:30 am

8:32 am

8:35 am

Port Scan ALERT
User Reported: <HR Report Attached>
User Reported: <Survey to be filled>
Port Scan across several machines
Active Directory — User Accounts Locked Out

Active Directory — Windows Admin Credentials

Low (3)
High (1)
Low (3)

Low(3)

Panding

Pending

Pending

Pending

Pending

Pending
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Time | Mer ——priry_Staus

7:30 am

7:55 am

8:00 am

8:30 am

8:32 am

8:35 am

Por Scan ALERT
User Reported: <HR Report Attached>
User Reported: <Survey to be filled>
Port Scan across several machines
Active Directory — User Accounts Locked Out

Active Directory — Windows Admin Credentials

Low (3)
High (1)
Low (3)

Low(3)

Completed
Pending
Pending
Pending

Pending

Pending
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WINISTRATION

Cumprimentos,

Esta mensagen, e eventuals anexos, pode conter informagdes confidenciais, incluindo dados pessoais
de.

Para mais informagbes consulte a nossa Politica de Privacid

This message and any attachments may contain confidential information, including personal data,
If you are not the intended recipient(s), please delete it and contact us without copying or sharing it. For more information

Pagamento pendente - Referéncia 09038234 - Prazo de 5 dias para regularizagho

[https://1s2-ssL.mzstatic. com/image/ thusb/Purple123/v4 /el /ef /61 /e1eT61bF - 476d- B535- dcSF - 04FOTEA27dal/ s0ur ce/512x512bb. Jpg]

Anda consigo
caro Cliente,

Informamos que tem utilizagdes por pagar. Regularize o pagamento online num prazo de 5 dias para evitar multas.
PROCESSO N°: 4818184381

REFERENCTA N°: 8938228

MONTANTE: 1,4 Euros

Regul
por favor considere sem efeito este contacto

Se esta situaao ja foi regularizada,

VIA VERDE PORTUGAL

Se a recebeu por engano, elimine-a e contacte-nos,

sem a reproduzir ou divulgar

. please see our Privacy Policy.

rize ja o pagamento<https://mandrillapp.com/track/click/38646353/monor xata. con?p=eyJz] joi TENScKtwikdMSHNQXZF adF ZINIASSINEUTF ] TinidiT6MNini cCIBINECIVCT 0ZMDYEN JMIMyxGINZCT joyL FuidXJSXC]

AcgBes

Domains

& DNSFW

& DNSFW

REtUPn-Path: <prys=1189275016: >
Delivered-To

Received: from

1 DmURODZN72fRUYNAZ 15450

Apr 2025 14:40:12 +0100
assin 3.4.4 (2020-61-24) on

X-Spam.Checker -Version: SpamAs

X-Span-Level

X-SpAN-SCALUS: NO, SCOTE=1.0 requirec=56.9 Lests=DKIM SIGNED, DKIM_VALID,
DKIM_VALID AU, WTML_FONT_LOW CONTRAST, HTML MESSAGE,RCVD_IN_MSPIKE M3,
REVD_IN_MSPTKE Wi HELO_NONE, URTBL_GREY autolearn=no

autolearn_forc

o wersion=3.4.4

X-Spam-Report
* 1.1 URIBL GREY Contains an URL listed in
- [URIS: mandrillapp.com]
* 0.9 ROVD_IN MSPIKE H4 RBL: Very Good reputation (+4)
[183.137.188.30 listed in wl.mailspike.net]
HELD does nat publish an SPF Record

the URIBL greylist

* 0.6 SPF_HELO_NONE SPF

* 8.6 HIML_FONT_LOW_CONTRAST BOOY: HTML

. identical to background

|0 WTML MESSAGE S0DV: WTHL included 1n message
age has a OKIM or DK sign

font color similar or

ure, not necessarily

* -6.1 DKIM_VALID Message has at least one valid DKIM or DK signature
* -8.1 DKIM VALID AU Message has & valid DKIN or DK signature from

- autnor's domatn

0.0 RCVDIN_MSPIKE WL
X-Spam-Score: 1.6
Received: Trom (

(using TLSV1.3 with cipher TLS_AES 256_GCM_SHA384 (256/256 bits)

ure ECDSA (P-256) server-digest SHAZS56)

Mailspike good senders

key-exchange X25518 server-sign
(No client certificate requested)
by Bostfix) with T —

for Fri, 4 Apr 2035 14:40:12 -omn (BST)
Authentication-Results

£ dmrcepass (persject diseome)

Authentication-Results
dkin=pass (2048-bit key; ceire)
dkimpass (2848-Bit key; ungr Besmx/6;
kin-atps=neutral
Received: from B
[ b ESHTP 1d 534DeBEF620780-534DeBECO20789
>; Fri, 4 Apr 2025 14:48:11
Received: from EURGS-VI1-abe.outbound.protection.outlaok.com (mail-vileur851p2168.outbound. protect ion.outlook.com [164.47.17.168])
(using TLSv1.3 with cipher TLS_AES 256_GCM_SHA3IBA (256/256 bits)
key-sxchange ECDHE (P-384) server-signature RSA-PSS (4096 Dits) server-digest SHAZSG)

(No client certificate requested)
by with ESNTPS i 02D1A48£931

for . 4 Apr 2025 14:46:11 +6100 (WEST)
ARC-Seal: 1=1; &=rsa-snasso; $=arcselectorl@0@l; d=sicrosoft.com; cv=none;
b=qLq13EALY/LFKAYA09L BUIGZYwHE XTHIT EPBRUKY Hknhqutlxilllhﬁhu\.\fLJUuBPFquaJNBquEJ?xQuwy:EET~_‘1FE~Z>\:}.F 50261 9L wnt 86PHT BOLPCYVZSDSSTBE260T1FZ3|
ARC-Message-Signature: i=1; aer

arcsalector19e1;
h=From:Date:Subject:Message-10:Content - Type:MIME -Version:X-MS-Exchange-Ant1Span-MessageData-ChunkCount : X-MS-Exchange-Ant1Span-NessageData-0:)

sa-3na2s6; carelaxed/relaxed; dsmicrosoft

ankenTuzC

xs:\ﬁrﬂSl]Qrﬂ.xFl\r:F‘@L JnﬁVu‘vJDYySOvV&
La7ch51 LFOSALuUNr 3ABq 228y 7B sPqp, BETaNHS sRodW]Uadcgal 1T IgQhLds:

b
b=Z50UTX 2 LyuCWVJeaNrcf:
ARG nmnenucauon Rosulta: 141 me.maicrosort con 11 sprepass
satp.m -

header d=feen.pt; aresnone
DKIM-Signature: v=1; a=rsa-sha2st;
h=from; to: subject : date:message-id:referances; content - type:mime -version;
Bn=RXSZUSRSLAQ TLAE INFAPOCLIMEVNTXT JOVYGAVTS
b=SROWL36ZPmeh0BTEsHp1UTeCnyg) HOLT/cn122€a51 +34{RESqOG SHVRDX M YaHdz
ratkax2GTHEuLM 1L‘u\x>t\mr]|nhFub;UuH/nlsnnyﬁE':?J-&ﬁrnpunMlnlolyl}FlnxarB
51/CWb 1BHWE F5TCT 1VOX2vBSdWOm+ X55u»2N1Q th] x23r 3xnvbUR ) S5UKQrWx LT ZT SHEBYKWPLZ
A3XTPTWOTA0QEYPC10T BEUXAAGLYUSLXy TR dWNLNG J00UAL | BNF 2/ XXt SHOPWLIXNP2 +XTK 1E/
UZ1KLLUGDVDGRPLAT4pAAXRARKAR fe s THAMQR,
DKIM-Signature: v=1; asrsa-shazs; cerelaxed/relaxs
=Erom:Date:Sub]ect ;Message-10:Content - Type: MIME -Ver s10n: X-M5-Exchange -SenderADChack;
x5 ZuBrRSLaQr £t xF INraPBCt JWEVNTxr JOYYS4vTE
an ZNrH/Y 584V XEDBAL/XZNQTNUIMr P LZT rr BOICqEF £ 2Q+haQNK ] r TEFGAXKGZdBYN

qedns/tat; d=foon.pt; s=default; c=relaxed/relaxed;

seselectorz;

bl
b=rBusmx/G5Pr x4 TFB4GFACE LShx2ay,
Received: from DUZP193MB2368.EURP193.PROD.DUTLODK.COM (2683:
by DEAP193MBO9ES . EURP193.PROD. OUTLOOK.COM (2603:1036:10:1C3::24) With
Microsaft SMTP Sarver (version=TLS1 2,
cipher=TLS ECDHE_RSA WITH _AES 256 GCH_SHA34) id 15.26.8632.11
2025 13:40:68 ~6890
Received: from DUZP193MB2368. EURP193,PROD.DUTLODK.COM
([Te80: :aZba:084:an79:208¢]) by DUZP19IMB2308 . EURP193 .PROD. OUTLODK. COM
([fe80: :a2b: 604 :ab79: 2086431 ) with mapi id 15.20.8632.011; Fri, 4 Apr 2025
13:40:08 +0008
From
Te:
Subject: Pu: Pagamente Pendente - Ref:00038228
Thread-Topic: Pagamento Pendente - Ref :@@038228
Thread-Index: AQHYnzg+XeuvzCh) TWB+3rXgkXxOTLOZj58g
Date: Fri, 4 Apr 2025 13:49:08 +9089

e
<DU2P193MB2I0BFODOFCFBDASC2F 35DBCOSAI280U2PLO3ME2 308 . EURP193 . PROD. OUTLODK. COM>

<1743770439 . 677 d347038708gynecologist -near -me. ae>
<1743778439. 676r0347938780gyNeCOLOGLSE -neAT - Be . ae>

PUTE beAUODSOLmD
ab:18:2fb: :21)

Fri, 4 Apr

References.
In-Reply-Ta:
Accept-Language: en-Us
Content-Languags: en-us
X-M5-HAS-ALTACH: y&5
X-MS-TNEF -Correlator:

dkim=nane (message not signed)
one header .1

X-M5-pUDLICTrarrictype: Ema1l
x-ms-traff tie: DU
x-ms-0ffleed85- filtering-correlatio
x-ms-gxchange-atpmessageproperties: SL
x-microsoft-antispam: BCL:6;ARA:13230040| 366616 3606609003] 41056700001 ;
X-m1Crosort-antispan-message-info:

£ 878 7mgSHHCOREN S0 1 2T LXYWZANVBYKIRDIGZTVZ4 BN EVUKLE N IUF Jkb T
=7utf- B7BINE J0S0IZVLF Y 2RVENEWY I ESOTBCUKF AT LXRKICKD Lt SXEOZARISOPATVRE ?=

DBAP1
chBednf -218d - 4abf -Se12-0BAdTITeITIS

n-dd:
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VirusTotal New Entry:

& https://www

One item per line.

Cloud and Id

Open
Refang:

DETECTION

Avira (no cloud)

CLEAN MX

CyRadar

G-Data

Netcraft

ZeroCERT

ADMINUSLabs

AlienVault

BADWARE.INFO
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Subnet 1 ‘
Apache Server Subnet 2 Cmr
Subnet 3
INTERNET Domain
Controller
1. Password Spray Employee Powergrid
2. Pivoting Endpoints
Subnet 4
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Time | Mt Prioriy | Staus-

7:30 am

7:55 am

8:00 am

8:30 am

8:32 am

8:35 am

Por Scan ALERT
User Reported: <HR Report Attached>
User Reported: <Survey to be filled>
Port Scan across several machines
Active Directory — User Accounts Locked Out

Active Directory — Windows Admin Credentials

Low (3) Completed
High (1) Completed
oy () Pending
=) Pending
Pending
Panding

Showing 6 of 500
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7:30 am

7:55 am

8:00 am

8:30 am

8:32 am

8:35 am

9:10 am

9:12 am

Por Scan ALERT
User Reported: <HR Report Attached>
User Reported: <Survey to be filled>
Port Scan across several machines
Active Directory — User Accounts Locked Out
Active Directory — Windows Admin Credentials

Active Directory — User Authentication failed

Active Directory — User Authentication failed

High (1)
Low (3)

Low(3)

High (1)

High (1)

Low (3

Completed

Completed

Pending

Pending

Pending

RPeadirg

Panding

Showing 8 of 502
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Incident Aeview

Seourity Postumne

Irvestigations Glass Tables Seourity inteligence v Seourity Domains « Audit v

Threat ACtIVILY snow Fiters

Search w

Configure v

# Edit
THREAT MATCHES THFIEAT COLLECTIONS THREAT CATEGORIES THREAT SOURCES THREAT ACTIVITY
Unigue Count Unigue Count Unigue Coum Unigue Coum Torsl Caur

907.2 5 ,

Threat Activity Over Time

4 , 17

940 .7

60
40
E
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a8 file_ircel
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— process_intel
- — gndice_intel
1200 AM 200 AM 4:00 AM B-00 Al Bo0:0 AN 10:00 AM 12:00 PM 2:00 PM 4:00 PM 65:00 PM B:00 PM 10:00 PM
Twe jJan 16
2014
time
Most Active Threat Collections Maost Active Threat Sources
threat_collection search sparkline defantifacts) count source_id source_path
pi_irited Email Address Matches 263 Ay wmaerging_threats_ip_blocklist o s plunkf el appes S
Hatwark Reacditsan Matches tintelligence/ocal ’data threal_imelfemeiging, threats_ip_bloc
Source And Destination Matches
iblocklist_logmein HMour/splunkfelc/apps/Sa
file_irvie File Hash Maiches L 25 36

File Marme Matches

Peataas Mitchis mandsant-package 19055305 186 1 -dcie-

B2 2-c01 Blce 18240

<4 Corp Office Malware Infection # A

Threatinelligencefocal ‘datathrealimelfblockhisd_agmeincey
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Login na AD — HASH DUMP
Login na PowerGrid

Exfiltrar informacéao
Elimiar evidencias
Desligar a rede elétrica
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| Subnet 1 |

POWER OUTAGE

Subnet 3

. &%’zo
Domain ¢

Controller

Powergrid




7:30 am
7:55 am
8:00 am
8:30 am
8:32 am
8:35 am

9:10 am

9:12 am

9:30 am

10:00 am

VRV

Por Scan ALERT
User Reported: <HR Report Attached>
User Reported: <Survey to be filled>
Port Scan across several machines
Active Directory — User Accounts Locked Out
Active Directory — Windows Admin Credentials

Active Directory — User Authentication failed

Active Directory — User Authentication failed

Active Directory — Suspicious Service Account used
to Login do Domain Controller (RDP)

PowerGrip down...
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Low (3) Completed
High (1) Completed
Low (3) Pending
Low(3) Pending
Pending
High (1)
High (1)
High (1) Pending
Critical (0) Pending

Showing 10 of 504

|




Jornadas
—FCCN

Obrigado!

jornadas.fccn.pt ‘ fcen.pt

NN
FCCN fCt 12 @ 90 UCNSi‘ﬁ%’\ffK él Cé“&RfMUNICIPAL %




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 18

