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Cl/CD

O que é CI/CD?

Porque deve ser usada?

Que software usar?

CONTINUOUS
INTEGRATION

MANUAL

AUTOMATION
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CONTINUOUS
DELIVERY

CONTINUOUS
DEPLOYMENT

AUTOMATICALLY
DEPLOY TO
PRODUCTION

AUTOMATICALLY

RELEASE TO
REPOSITORY
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JENKINS X
‘l

Uma vasta comunidade com muita documentacao
Facil utilizacao

Web GUI O CE/RW
\

Um project maduro (2004 Hudson) GitHub
Plugins (JIRA, Uls, Authentication, GitLab etc.) .
Usado por grandes organizagoes: eb

Linkedﬂ'.'_l
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JENKINS - GUI

A .
@ Jenkins Q ®  Joshua WyattSmith | log o
Jenkins ENABLE AUTO REFRES
New [tem ‘4add descript
Al CVMFS CemVM  Geant4 GeantV LCGExternals ROOT ROOT-incr  SAS  VecGeom 10 hepmed  +

&. People

. § W Name | Last Success Last Failure Last Duration

» Build History

BuildCernVMKernel 6mo 19 days - #3 6 mo 19 days - #1 14 min v

4. Manage Jenkin J ‘)
A Crenti BuildKernel NIA NA NIA 0)
&. My Views ‘J CernvmSetupBuildEnvironment 3 hr 12 min - #10283 17 days - #8484 1sec .3)
¢ Job Config History J M) CheckVecGeomAVX 8 days 20 hr - 487 20hr- 495 Bmindisec (%)
v art L
) Job Priorities A |

v u % Check-VecGeom-scalar 8 days 19 hr- #89 19hr - #97 3hr 7 min '..i)
Build Queue (26) = "ﬂ cleanupnodes N/A 10mo- #3 2.256C '.,E)
ting generc bld J ) cling-genericbuig 15 days - #174 4 days 1 - £207 18 mi

root-nightly-v6-04-00-patches & » | )
root-nightly-v6-06-00-patches 0 % cling-periodic o 18 dafs- £1409 min- 2617 05
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REPOSITORIO

0 que & um repositorio?

Porque deve ser usado? ( % 1
& & &

Que software usar?

o

Bit Bucket |

| oithub_|
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Gratuito GitLab o2
R
Opensource b, & %,
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Integracao com CI/CD £ %:1
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AUTOMACAO DE
PROCESSOS:
ANSIBLE




'; gt

csirt

AUTOMATIZAGAO
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Porque deve ser usado? h = Tln-

Que software usar?
/\PUPPEL &gy

¥ SALTSTACK A

ANSIBLE




MANUAL

rﬂntJbErUFr

rDuteberuer:

rnut'
root(@

root@s

erver.
f'[}ﬂt" gsaerver.

" Dﬂtrg_ = r‘m—* .

# ITnsta ! "Ne '%
apg keyserver.ubuntu.com

apg rt 561F9B9CAC40B2F7 | sudo apt-key add

-~ < |
T T - A = e e T i et

apt-get in=tarl apt-transport-https

# Add the passenger apt
vi fetzfapt'wuu'rp- list. d/
chown root: Ptf#dPTf:UU[
chmod 600 ;ﬂtcsnpt sources

a Ln
L r—'ll.l"'l o

D -
e

lIndate 4- P = b
| I | "= ]
= ] A ]

apT gpt deatp

# stall nainx

# HpT—qFt install nginx-full passenger

.conf

# oldlt Nglnx
service nginx restart

561F9BACAC40B
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SHELL SCRIPT

2 St
-’]E‘T lﬁ

stall d[

"} ubuntu. com

'.— 4: r

T TrnﬂHpGIT hTtp;

usionp

,aﬁurcp1:f1%t hf;ﬁ

er.
61F9B9CAC40B2F7 | apt-key add

561F9B9CAC40B2F7

apr1liqt
er.list

new repc

ol
/etc/nginx/nginx.
/etc/nginx/nginx.

conf
contf

- raring main”

g;csil:t

fct



ANSIBLE

name: Ensure the PGP key is installed
apt key:
sta

server.ubuntu.com/pks/lookup?op=get&fingerprint=on&searct

name: Ensure https support for apt is installed
apt: =

ant
ttps://oss-binaries.phusionp raring

name: Ensure nginx is installed
apt: >
state=present
g=nginx-full

name: Ensure passenger is installed
apt: =

sta
D
upc
name: Ensure the nginx configuration file is set
copy:

name: Ensure nginx
servic

)
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CASOS PRATICOS

Criar utilizadores

Patches de Seguranca
Gestao de regras de FW
Distribuicao e rotatividade:

« Chaves SSH (Mais Seguro)
« Passwords (Menos Seguro)

Inventario

* Qual o software usado no parque
informatico?

- Em que servidores esta instalado?
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CASOS PRATICOS

Auditorias

0O ficheiro 123.txt existe nos nossos servidores?
Quais?

e 0 utilizador color existe nos nossos servidores?
Quais?

Fazer tarefas repetitivas:

- Reboot de maquinas

 Cronjobs

* Deployment de Software

Upgrades:

o Software
e 0Ss

‘e

7
|
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AUTOMACAO EM
CYBER SEGURANCA




' £ct
=4

csirt

SECURITY ORCHESTRATION, AUTOMATION AND RESPONSE

SOAR

CAPABILITIES IN
CYBER SECURITY

Threat

!
!
Intelligence

(&

Case Management
based Incident Response

Playbook

Management

Endpoint
Detection & Reponse

Security Operations Vulnerability
Automation Management
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SECURITY ORCHESTRATION, AUTOMATION AND RESPONSE

Security Orchestration, Automation and Response (SOAR)

Inputs are Mapped to T f Context T £ Playbook )
Incident Categories ypes of Lontex ypes of Flaybooks Types of Automation Types of Response

L, Fuly | Playbook #1 JM  Escalaion |18
Automated | Playbook #2 m

Semi_ | Playbook #4
Automated Playbook #5

Playbook | playbook #6

Playbook #7
Playbook #8
Playbook #9

Manual
Playbook

Al

L )

——
SOAR Hyperautomation ASAP

Al Agents and LLM Integration
Dynamic Workflow Construction
Real-Time Decision Making

High Flexibility and Adaptability
Comprehensive Security Automation

-

« Incident Response Automation * Low-Code/No-Code Platforms

» Playbook-Based Actions Machine Learning & Al Integration
= Basic Orchestration RPA Combination

= Integration with Security Tools Advanced Analytics
Cross-Functional Automation



Credentials

Sort by last updated

secureupdates checkpoint TOR )
p_ p et A ke e s (Ownedby me]  Inactive @

Al EMAIL HELPER

SHODAN REPORT

MISP RCTS

CNCS workflow

ipsum 8 times in blacklists

Owned by me|

IPADDR TO BLOCK HIGH CONFIDENCE




Check for Ip:

GET BODY

GET BODY1

GET IP5

Refang

DOMAINS

Domain List
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Merge

GET EXCEPTI
DOMAI
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N8N

wirusTotal Integration

i1 4
L4 1
L

Combine ioopad arms  VerusTotsl Sussary

ViruTont ree
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VANTAGENS VS DESVANTAGENS

VANTAGENS DESVANTAGENS
« Simples e conciso * Aprender um novo paradigma
« Reduc3o do tempo * Alterar o processo existente

 Estruturado

Facil leitura / interpretacao
Colaboracao

ANSIBLE
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EM RESUMO

(i;} Aumentar a Produtividade
(‘g'} Aumentar a seguranca

(‘2’) Ampla gama de ferramentas open-source disponiveis
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Questoes?

Obrigado.
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£3 CERT CSIRT in a Box: Capacitacao Inicial de Fcc," '
Equipas de Resposta a Incidentes b o b '

.
0 ' '.

ESTADO g '\

DIZ-ME A TUA

PASSWORD,
DIR-TE-EI QUEM ES

\\:podcast\seguranga—informatica

DO TEMPO &
CIBERNETICO.

LF

FipaMecera ¥ '

”

csirt.fct.pt/podcast csirt.fct.pt/mooc csirt.fct.pt/etc



	Slide 1
	Slide 2: CI/CD
	Slide 3: CI / CD
	Slide 4: jenkins
	Slide 5: Jenkins - GUI
	Slide 6: Repositório
	Slide 7: Repositório
	Slide 8: gITLAB
	Slide 9: Automação de processos: ANSIBLE
	Slide 10: AutomatizaÇão
	Slide 11: Manual
	Slide 12: Shell script
	Slide 13: ANsible
	Slide 14: Casos práticos
	Slide 15: Casos práticos
	Slide 16: Automação em Cyber segurança
	Slide 17: security orchestration, automation and response
	Slide 18: security orchestration, automation and response
	Slide 19: N8N
	Slide 20: N8N
	Slide 21
	Slide 22: Vantagens vs Desvantagens
	Slide 23: Em resumo
	Slide 24: Obrigado.
	Slide 25

