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INTELMQ

Solucao para equipas CSIRT e SOC

Agrupa e processa informacao proveniente de
diversas fontes de seguranca

Enriqguecimento e normalizacao da informacao

Mecanismo de gestao de filas para processar
volumes de informacgao gigantescos

Intelmg.readthedocs.io
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INTELMQ

Recolha automatica de eventos
Harmonizacao de dados
Tipificacao e classificagao

Unico formato - JSON

Facilitar a partilha da informacao

Criacao de blacklists
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BOTS

Collectors
Parsers

Experts

Outputs
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— \ (FCCN-Fraunhofer-DGA-blacklist-Parser |
h ™~ ", h h , //
ioc2rpz-DGA-Parser

' £ct
=4

FCCN-PosigreSQL-domain-EBlacklist-Output
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COLLECTORS

AMQP
API
Files

Mail Attachment
Fetcher

Mail URL fetcher
Mail Body Fetcher
URL Fetcher

URL stream Fetcher
Request Tracker
TCP

FTP

GitHub API
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PARSERS

Abuse.ch
Openphish
Phishtank
Spamhaus CERT
MISP

AlienVault
Cymru
Blocklist.de
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EXPERTS

Deduplicator
ASN Loopup
Cymru Whois
Gethostbyname
Maxmind GeolP
Reverse DNS
Taxonomy
Filters
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OUTPUTS

Ficheiros

TCP/UDP Event Writer
Email '

Blackhole

Bases de dados
MongoDB —
ElasticSearch (L)
Redis
Postgres
Mysql
Splunk
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EXEMPLO DE UM BOT

from intelmg.lib.bot import Bot, sys
from intelmg.lib.event import Event
from intelmg.bots import utils

class ExampleBot(Bot):

def process(self):

# get message from source queue in pipeline
message = self.receive message()

# send message to destination queue in pipeline
self.send message(new message)

# acknowledge message received to source queue in pipeline
self.acknowledge message()

if name == "_ main_ ":
bot = ExampleBot(sys.argv[1])
bot.start()



CLI

Iniciar um bot:
Intelmgqctl start bot-id

Parar um bot:
Intelmqctl stop bot-id

Reler as configs de um bot:
Intelmqctl reload bot-id

Reiniciar um bot:
Intelmqctl restart bot-id

Iniciar todos os bots (botnet):

Intelmqctl start
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GRAPHICAL USER INTERFACE
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Configuration

To either change the currently deployed configuration or to create a new one ina graphical
fashion.

Check

Check InteIMQ is running properly.

Management

This is where you go to start/stop your bots or check on their status.

Exclusions

Apply exclusions to IntelMQ events.
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Monitor

This feature is meant to allow you to check on the overall status of your botmet. You can
read the hat logs, see how the queues are behaving and other features that allow you to
have a better overview of the overall health of the system.

About

To learn more about the project’s goals and contributors.
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CONSOLA DE GESTAO

= INT=Z=LMAQG G?Conﬂguration 7t< Management BB Monitor Check OAbout é_% Blacklist +¥: Botnet Servers Domain Blacklist 6 TOR

Logged in as: manager

Logout
Whole Botnet Status: Individual Bot Status:
Status: running Al ~ records per page Search:
» m C ©C
Bot ID “  Status %+ Actions
AbuseCh-Collector-feodo running > 0 c o
Collectors Status:
abusech-urihaus-collector running > 0 c o
Status: running
> ™ c o Abusix-Expert-splunk running > 0 c o
ArborDoS-Parser running > m c ~
Parsers Status: )
ASN-Lookup-Expert running > 0 c o
Status: running ;
Bambenek-C2-Collector running > 0 c o
» m C ©C
bgpstream-collector running > 0 c o
Experts Status: Constituency-Expert running > mCc =
Status: running Cymru-Cap-Program-Fetcher-Collector running > 0 c o
» m C ©C
Cymru-Cap-Program-Parser running > 0 c o
Outputs Status: Cymru-Expert running > 0 c o
Cymru-Whois-Expert running > 0 c o
Status: running
» m C ©C -Whois- y i
Cymru-Whois-Expert-splunk running > 0 c o
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MAPA DE BOTS
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ESTRUTURA

/etc/intelmg
/var/lib/intelmq
/var/lib/intelmqg/bots
/var/log/intelmg

/var/run/intelmq
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FICHEIROS IMPORTANTES

defaults.conf
system.conf

startup.conf

runtime.conf

Ipeline.conf



AVALIACAO

Vantagens:
WorkFlow de compreensao
Bots existentes
Loosely de-coupled
Open-source code

Desvantagens:
Python
Upstream
Ticket systems
Data loss
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IDEIAS CHAVE

& O IntelMQ é uma solucdo gratis para realizar o
/" tratamento de inteligéncia de ameacas

@ A ferramenta assenta em codigo python

(*;) Existem bots “pré-feitos”, o que facilita a adopgao da
— ferramenta
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Questoes?

Obrigado.
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£3 CERT CSIRT in a Box: Capacitacao Inicial de Fcc," '
Equipas de Resposta a Incidentes b o b '

.
0 ' '.

ESTADO g '\

DIZ-ME A TUA

PASSWORD,
DIR-TE-EI QUEM ES

\\:podcast\seguranga—informatica

DO TEMPO &
CIBERNETICO.

LF

FipaMecera ¥ '

”

csirt.fct.pt/podcast csirt.fct.pt/mooc csirt.fct.pt/etc
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