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MODULO SIEM
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GESTAO DE LOGS
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GESTAO DE LOGS - LOG MANAGEMENT (LM)

Guardar
Centralizar
Retencao
Relatorios

Procura
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GESTAO DE LOGS - DESAFIOS

5d2ffe44d5-1695975517

693760ce98-1695975517

2798493004-1695975517

ba99d2f950-1695975517

bbbeOfcdae-1695975517

6caa87543e-1695975516 3.94M
cd38b98fe0-1695975516 3.94M
aeeed0f904-1695975516 3.93M
e7a35aal138-1695975516 3.93M
4177748c14-1695975516 3.71M
dbdc3a7393-1695975518 2.17M
1203480ee4-1695975518 2.17M
5a244954d2-1695975518 2.17M

d9cb718530-1695975518 2.17M
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GESTAO DE LOGS - DESAFIOS

Analisar logs
Segurancga

Centralizar

£0:0{ )

SIEM Tool

Compliance
Root Cause Analysis

Correlacionar

Security Event and
Security Event and Log Sources
Log Sources
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SIEM - OBJECTIVOS

Recolher logs

* Auditorias
 Seguranga

« Compliance
Ildentificar

« Ameacas

* Fugas de informacao
Investigacoes
Relatorios
Dashboards
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SIEM VS LM

Functionality Security Information and Event Log Management (LM)
Management (SIEM)
Log collection Collect security relevant logs + context Collect all logs
data

Selpa b EhE  Parsing, normalization, categorization, Indexing, parsing or
enrichment none
Log retention Retail parsed and normalized data Retain raw log data

Security focused reporting Broad use reporting

Analysis Correlation, threat scoring, event Full text analysis,
prioritization tagging
Alerting and Advanced security focused reporting Simple alerting on all

Other features Incident management, analyst workflow, High scalability of
context analysis, etc. collection and storage
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SIEM - SOLUCOES

Alternativas Comerciais:

* AlienVault Unified Security Management o ® V*
ArcSight ESM oy OpenSearch =i

IBM Q Radar

ArcSight<C

 McAfee ESM
« Solarwinds Log & Event Manager solarwinds
* Splunk

] McAfee
Alternativas Open-Source: T
. AlienVault 0SSIM e WQAZUuN.
 Elasticsearch + Logstash + Kibana (ELK) ) _
. OSSEC %* elastic

e Wazuh
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SIEM - SPLUNK

Enterprise < Gratuita

 Splunk Forwarder
Cloud

Comercial * Splunk Indexer
* Splunk Search Head

* Apps & Add-ons

Ny
T
._,.,.,_,.,_,_,_,.,.,_,_,_
—
Directo al
Virt

“7 Mach‘:nn Databases Exchange Ap M%t;hine [ Splunk >
o e

Mainfram

= S urlty
' App

Servers
RFID

Relatoérios e
Dashboards

Alertas em
tempo real
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SIEM - PORQUE PRECISAMOS DE UM SIEM?

Fuga de informacao
Ameacas externas
Ameacas internas

Atagues
Inteligentes
Sofisticados
Complexos

Logs
Mais
Maiores
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SIEM - CARACTERISTICAS

'%. Log Collection # Real-time Alerting

££), Log Analysis ﬁ',l User Activity Monitoring
. Event Correlation Dashboards

'E.Bi Log Forensics B Reporting

" IT Compliance t@{ File Integrity Monitoring

B3 Application Log Monitoring & ﬁéﬁ:ﬂ‘l Iﬁ:‘geviti Log

E‘ Object Access Auditing & Log Retention
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SIEM - WORKFLOW

Generates IT .
Collect data > : : Archive Logs
Correlates Alerts Security security & -
for Forensic

Events incidents compliance

form log

sources : MEWHE
reports
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SIEM - VANTAGENS



LOG COLLECTION

Universal Log Collection

Log collection method
 Agente
« Sem agente

Centralized log collection
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USER ACTIVITY

Monitorizacao de actividades
Sistemas
Utilizadores




CORRELACAO LIVE

Tempo Real

Correlacionar eventos
Network
Sistemas
Aplicacionais

Regras

Pesquisas

Alertas



RETENCAO DE LOGS

Guardar centralmente
« Sistemas

* Dispositivos

* Aplicagoes

Proteccao contra adulteracao

Facilidade de consultar e correlacionar




RELATORIOS

Regulamentos
Facilidade
Customizar

Visualizagao

vl
~71
~NZ1
[ ]
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INTEGRIDADE

Integridade
 Ficheiros
e Pastas

Alteracoes
 Criadas

« Acedidas
 Vistas
 Apagadas
 Modificadas
« Renomeadas

Alertas
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ANALISES FORENSES

Investigar
Localizar
Encontrar

Raw Data
Intuitivo
User friendly




DASHBOARDS

Perspectiva
Apresentar

Costumizar

& Security

e Top 10 Promiscuous Hosts 4

195.88.31.73
62.14.254.164
176.31.175.142
116.113.108.194
221.136.80.145
176.9.180.247
0.0.0.0
87.216.165.176
62.148.77.7
176.9.180.244

0 1 2 3 4 5

-_ Top 10 Hosts with Multiple Events ?

£7.216.165.176
221.136.80.145
183.62.138.25
113.31.88.93 |
208.115.209.122
114.135.15.242
95.97.84.35
62.14.254.164
195.88.31.73
0.0.0.0

0 3 6 8 1" 14 17 20

- Security Events Trend: Last Week ?

- .

- Security Events Trend: Last Day ?

oA L
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— Security Events: Top 5 Events ? — Security Events: Top 5 Alarms ?
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INTEROPERABILIDADE - SIGMA

®
Community-compiled packs
of Sigma detection rules

&
¢ o
detection_rule.yml
Generic, sharable detection rules Converts Rules to any

supported SIEM Query
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SIEM - FALHAS



SIEM - FALHAS

Planeamento
Implementacao

Operacional

66 Security is
not a product,
but a process. 99

Bruce Schneier




IDEIAS CHAVE

A
>
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Um SIEM é uma peca central do
7 funcionamento de qualquer equipa
de segurancga

Permite construir dashboards e
7 gerar alertas a partir de pesquisas
efetuadas

/

(-*ﬁ\ A optimizacao de um SIEM é uma tarefa recorrente e

/ continua

— fct
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To SIEM or not to SIEM

THAT 1S THE GUESTION.
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Questoes?

Obrigado.
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£3 CERT CSIRT in a Box: Capacitacao Inicial de Fcc," '
Equipas de Resposta a Incidentes b o b '

.
0 ' '.

ESTADO g '\

DIZ-ME A TUA

PASSWORD,
DIR-TE-EI QUEM ES

\\:podcast\seguranga—informatica

DO TEMPO &
CIBERNETICO.

LF

FipaMecera ¥ '

”

csirt.fct.pt/podcast csirt.fct.pt/mooc csirt.fct.pt/etc
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