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O QUE SAO HONEYPOTS?

Sistemas de seguranca projetados para
atrair, monitorar e analisar atividades
maliciosas

“Iscas digitais”
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Casa falsa = honeypot

Casa verdadeira =
sistemas reais e criticos

Ladrao = o invasor
Subsolo = rede isolada,

backup seguro ou
segmentacao
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HISTORIA DO USO DE HONEYPOTS

1980-90: Primeiras armadilhas @
1989: The Cuckoo’s Egg @5
2000: Honeynet Project

Hoje: Parte de estratégias de defesa e pesquisa de
ameacas
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TIPOS DE HONEYPOTS
Por nivel de interacao

Baixa Interacao: simulam apenas partes de um sistema
ou servicos basicos. Ex.: Honeyd

Alta interacao: Sistemas reais (ou quase) com
vulnerabilidades propositais. Ex: Cowrie

Interacao média: Simulam mais do que um servico
basico, mas nao sao maquinas completas. Ex.: Dionaea
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TIPOS DE HONEYPOTS

Por objetivo

Pesquisa (Research Honeypots)
 Para entender novas ameacas e comportamentos de invasores

 Usadas por universidades, equipas de segurancga e grandes
empresas

Producao (Production Honeypots)
 Implantadas em redes reais como parte da defesa
« Servem para distrair invasores ou detetar movimentos suspeitos

Client Honeypots

« Sao proativas: nao esperam ser atacadas, buscam servidores
maliciosos
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EXEMPLOS PRATICOS
Honeynet Project (rede global)

Equipas de seguranca especializadas e ISPs

Equipas de resposta a incidentes
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T-POT
Sistema de honeypots com 20+ tipos de honeypots

Open source

Elastic Stack
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T-POT - SIMULACAO DE ATAQUE

123456

root

(empty)
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T-POT - SIMULACAO DE ATAQUE

Jebian GNU/L3
ermitted bv

t@ubuntu




T-POT - LOGS

11:04

Good morning &

@ @

Attack Map SecurityMeter

Cockpit T-Pot @ GitHub

Cyberchef T-Pot ReadMe
Elasticvue

—» Kibana

Spiderfoot
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T-POT - LOGS

elastic

type.keyword: Suricata x

Filter by type [0

s Available fields
_id
_index
¢ _score
[ @timestamp
@version
arch
compCS
dest_Ip
¢ DestPort
3 duplicate
¥ duration

encCS

geoip_ext.as org

Last12 hours @ 5m

type.keyword: NGINX x type.keyword: POf > | NOT type.keyword: Fatt x

22 hits

|
Jul 7, 2025 @ 23:16:10.087 - Jul 8, 2025 @ 11:16:10.087 (interval: Auto - 10 minutes)

Field statistics

Add relevant fields, reorder and sort columns, resize rows, and maore In the document table.

T 1field sorted

|- @timestamp

Jul 8, 2825 @ 11:15:67.671 (EEamestamp Jul 8, 2625 @ 11:15:07.671 (ENension) 1 [EUEAEI cowrie. login. failed ([EDIPIEKENEENORE) Fundacao para a Ciencia e a Tecnologia, I.P.
Lext.asn 1,930 geoip_ext.city name Porto geoip_ext.continent codel U geoip_ext.country_code2| P1 (geoip_ext.country_codes) P

B Portuga] GEGRNGREND) . - - | SEGEpISKONISEIEGde +1.156 [ESERISKONIGEAEION POINT (-8.6169 41.1459) (EEENSKENIGnGuGNGE) & 617

(EERESESRp u1 8, 2025 @ 11:15:00.068 [EiEnsion) 1 [BBEPES) none zlibeopenssh.com z1lib (ERBES) | chacha2e-polyl3e5eopenssh.com aes128-ctr aesld

EIESREEERE) £urope/Lisbon (@8R 472b5de333ad665af5chf18ffe92c4df

Jul 8, 26825 @ 11:15:88.868
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eyword: Suricata x

Filter by type [0

¢ duration

ontinent_code
geoip_ext.country code2
geoip_ext.country_code3

gEUiD,E‘l‘.T .country_name

geoip_ext.postal_code
xt.region_code
xt.region_name
imezone

hassh

LOGS

type.keyword: NGINX < NOT type.keyword: POf <

22 hits

Fleld statistics

type.keyword: Fatt <

Jul 8, 2025 @ 03:23:33.704 - Jul 8, 2025 @ 15:2

Add relevant fields, reorder and sort columns, resize rows, and more in the document table.

1 field sorted

| @timestamp

Jul 8, 2825 @ 11:15:87.671

, 2825 @ 11:15:00.868

, 2825 @ 11:15:80.845

, 2825 @ 11:15:80.838

Documem

—Jul 8, 2025 @ 11:15:07.671 (ENEHSI0
[exEsas) 1, 930 (GEOIpIEXEICTEINaNS) For to (GE0:
B Portugal (GEGERIEREND - lgeoip_

[EESEESEER Jul 3, 2025 @ 11:15:00.068 [ENERSE0
EIESREEERS) Furope/Lisbon [§EEER) 472b5de333ad66

sntrup761x25519-sha512, sntrup761x25519-shas1

[ESEEsiany Jul 8, 2025 @ 11:15:00.045 ([EHERSI0
EplEENEsEn 1, 920 (GECIplexENcTtyinane) For to (Ge
B8 Portugal (GEGERNSKENR) - - (geox

[ESEEsiEn Jul 8, 2025 @ 11:15:00.033 (ENEEsion

Fundacao para a Ciencia e a Tecnologia, I.P. \gen'

3.704 (interval: Auto - 10 minutes)
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cao para a Ciencia e a Tecnologia, I.P.

11.1459) (SRR —5.617

-poly1385@openssh.com aes128-ctr aes

org, ecdh-sha2-nistp256, ecdh-sha2-nistp384

dacao para a Ciencia e a Tecnologia, I.P.



T-POT - LOGS

% elastic

type.keyword: Suricata

Filter by type (0

kexAlgs
keyAlgs

langCs

message

name

P
pratocol
sensor
session
shasum
size
src_ip

# src_port
T-Pot Hostname
t-pot_ip_ext
t-pot_j

tags

1. Just Honeypots

type.keyword: NGINX type.keyword: PO

22 hits

Field statistics

password

Top values

Multi fields
k password.keyword

Rows per page: 100

BETA

Last12hours (% 5m

T type.keyword: Fatt x

Jul 8, 2025 @ 03:48:47.222 - Jul 8, 2025 @ 15:48:47.222 (interval: Auto - 10 minutes)

* columns, resize rows, and more in the document table.

Document

_Jul 8, 2825 @ 11:15:07.671 (ENGnsion 1 [EREREE cowrie.login. falled_Fundacau para a Ciencia e a Tecnologia, I.P. [HEGER
NSRS 1, 930 (GESERISRENGEEiERe) Porto EU PT |geoip_ext.country code3| PT geoip ext.country nam
B portuga) (ESTRNSRENS 41.156 POINT (-8.6169 41.1459) (EGHNEKENGHGItuGS 5617 (FESTRNEHN

(EfiREStang Jul 8, 2025 @ 11:15:00.068 (ESnsion) 1 [E8EPES) none zlibeopenssh.com z1ib (EfBES) chacha2e-polyl3eseopenssh.com aes12B-ctr aes192-c
[IESRESERE curope/Lisbon [EEER) 472b5de333ad665af5chf10f Fa92cadf
sntrup761x25519-sha512, sntrup761x25519-sha5128openssh. com, curve25519-sha256, curve25519-sha256@1libssh. org, ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdl

(Efimestang) Jul 8, 2025 @ 11:15:00.045 [ENersion) 1 [EVentad cowr ic. cllent version ([ECIPISRINEEIORE Fundacac para a Ciencia e a Tecnologia, I.P. (88

ip_ext.asn/1, 936_Portu PT [geoip_ext.country_code3| PT geoip_ext.country n
B8 Portugal (FEGIRNSRENR - - 41.156 POINT (-8.6169 41.1450) (EGERIGKENIGnGEUAe) -3 617 [EGERN

(EESHESESR) Ju1 8, 2025 @ 11:75:69-838—7 |dest_ip {DESERGHD 2 (BWEREH) cowrie . session.connect (EGIPISKIGSIONG
Fundacao para a Ciencia e a Tecnologia, I.P. ([ECIpICKENESH 1,930 ([(EEpIERTNCIEyNNERE) Por to U PT
(geoip_ext.country_code3| P Igeoip_ext.country_name| Portugal (geoip_ext.ip .. 156
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T-POT - DASHBOARD

elastic

type.keywo

Last 24 hours
Cowrie Attacks Bar

Cowrie Attacks Attack Map - Dynamic

Attacks

» Unique Src IPs 22 1 -

# Unique HASSHs Attacks Unique Sric IPs e

1

Unique HASSHs
Cowrie Attacks Histogram
Attacks

Unique Sre IPs
@ Unique HASS!

zoom: 11

Elastic Maps Service OpenMapTiles [}, OpenStreetMap contributors [

Timestamp

Cowrie - Attacks by Destination Ports Histogram Incoming Attacks by Destination Ports Histogram - Dynamic Attacks by Country Histogram - Dynamic

Attacks
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T-POT - DASHBOARD

Usemname Tagcloud - Dynamic

Password Tagcloud - Dynamic

Attacker AS/N - Top 10 - Dynamic Src IP - Top 10 - Dynamic

Cowrie Input - Top 10
Source IP

Command Line Input

Is -la

pwd
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T-POT - ALERTA

Event from Cowrie occurred on sensor vian-lastdianeginlly

timestamp: 2UZ5-U/-U81 1U:15:U0.Ub885UL
type: Cowrie

Detected connection by vian-ARSiENamiaik | SN

“** Detalls if available:

- Honeypot: Cowrie

- Source [P; HENNEG—_—

- Destination Port; <MISSING VALUE>

- Related Message: login attempt [root/123456] failed
- Username: root

- Password: 123456

- Method: <MISSING VALUE>

*FULL LOG BELLOW *
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VANTAGENS E DESVANTAGENS

VANTAGENS DESVANTAGENS

Coleta de inteligencia real Risco de
comprometimento

Baixo volume de falsos Manutencao e
positivos monitoramento constante

Funciona como distracao Detecao por atacantes
experientes

Custo relativamente baixo Nao substituem defesas
tradicionais




QUESTOES ETICAS E LEGAIS
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Consentimento do invasor

Risco de coletar dados de
terceiros

Isolamento para nao
causar danos indesejados

Leis de privacidade e
monitoramento

Responsabilidade civil

Uso de logs como
evidéncia
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IDEIAS CHAVE

(:A;) Honeypots sao armadilhas digitais que ajudam a
entender, detetar e responder a ataques

@ Possuem riscos e exigem responsabilidade

(g') Complementam, mas nao substituem, outros tipos de
defesa
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Questoes?

Obrigado.
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£3 CERT CSIRT in a Box: Capacitacao Inicial de Fcc," '
Equipas de Resposta a Incidentes b o b '

.
0 ' '.

ESTADO g '\

DIZ-ME A TUA

PASSWORD,
DIR-TE-EI QUEM ES

\\:podcast\seguranga—informatica

DO TEMPO &
CIBERNETICO.

LF

FipaMecera ¥ '

”

csirt.fct.pt/podcast csirt.fct.pt/mooc csirt.fct.pt/etc
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