RNEP-GW

MODULO GESTAO DE
VULNERABILIDADES

RNEP-GW
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O QUE E?

Monitorizacao de vulnerabilidades
Diversos websites

Obter informacao para priorizar a mitigacao
de vulnerabilidades

Destinado a websites de elevada relevancia
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VULNERABILIDADES

Risco aumenta com a exposicao a
Internet

As vulnerabilidades exploraveis podem
ser um problema sério

Nao se pode descurar o aparecimento
de novas vulnerabilidades
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COMO FUNCIONA?

Agendamento periddico de «scans» b

Ferramenta comercial (Nessus)

Apenas a pedido das entidades Otenable

O objetivo é sempre nunca degradar os servicos analisados
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QUE BENEFICIOS?

Receber um relatorio produzido pela
ferramenta

As vulnerabilidades sao classificadas

Saber onde sao prioritarias intervencoes
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CONFIGURACAO

Settings Credentials Plugins

BASIC v ]
General Settings

General

Mame IPLEIRIA websites
Schedule
Norfications Description Scans Mensais IPLEIRIA
DISCOVERY
ASSESSMENT I})
RCTS - Membros -
REPORT Folder
ADVANCED
Targets portaldoestudante.ipleiria.pt, sasocial.ipleiria.pt, intranet.ipleiria.pt,

www.ipleiria.pt

Upload Targets Add File
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Scan Details
Policy: Web Application Tests
Status: Completed

Severity Base: CVsSSv2.0

Scanner: Local Scanner
Start: June 24 at 2:00 AM
End: June 24 at 5:10 AM
Elapsed: 3 hours

Vulnerabilities
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EXEMPLO DE RELATORIO
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INFO

Scan Information

Start time:

End time:

Host Information

Sat Nov 19 05:00:34 2022
Sat Nov 19 05:36:04 2022

DNS Name:
IP:
0Ss:

aca S

Ubuntu 16.04 Linux Kemel 4.4

Vulnerabilities

142960 - HSTS Missing From HTTPS Server (RFC 6797)

Synopsis

The remote web server is not enforcing HSTS, as defined by RFC 6797

Description

The remote web server is not enforcing HSTS, as defined by RFC 6797 HSTS is an optional response header
that can be configured on the server to instruct the browser to only communicate via HTTPS. The lack of HSTS
allows downgrade attacks, SSL-stnpping man-in-the-middle attacks, and weakens cookie-hijacking protections.

See Also

hitps:/ftools ietf org/html/rfc6 797

Solution

Configure the remote web server to use HSTS.

Risk Factor

Medium
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CVSS

Common Vulnerability Scoring System
«Scores» de 0 a 10

Referencias:
www.first.org/cvss

nvd.nist.gov/vuln-metrics/cvss . f
euvd.enisa.europa.eu / |

COMMON VULNERABILITY
SCORING SYSTEM
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IDEIAS CHAVE

& Eimportante mitigar vulnerabilidades

@ Temos que conseguir estabelecer prioridades

= Existem diversas ferramentas que permitem realizar
/ estas analises
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Questoes?

Obrigado.
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£3 CERT CSIRT in a Box: Capacitacao Inicial de Fcc," '
Equipas de Resposta a Incidentes b o b '

.
0 ' '.

ESTADO g '\

DIZ-ME A TUA

PASSWORD,
DIR-TE-EI QUEM ES

\\:podcast\seguranga—informatica

DO TEMPO &
CIBERNETICO.

LF

FipaMecera ¥ '

”

csirt.fct.pt/podcast csirt.fct.pt/mooc csirt.fct.pt/etc
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